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Which Symantec DLP components are used for discovering sensitive data stored on-premises and in the
cloud?

(Select two)

Response:

A. SSL Decryption Proxy

B. Endpoint Discover

C. Network Prevent for Web
D. Network Discover

Answer: B,D

Which response rule action will be ignored when using an Exact Data Matching (EDM) policy?
Response:

A. Network Prevent: Remove HTTP/HTTPS Content
B. All: Send Email Notification

C. Network Protect: Copy File

D. Endpoint Prevent: Notify

Answer: D

What Symantec Data Loss Prevention product can monitor and block FTP transmissions?
Response:

A. Network Monitor
B. Network Prevent for Web
C. Network Prevent for Email
D. Network Discover

Answer: B
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Which two steps should an DLP Administrator take to analyze traffic over port 578 TCP?
(Select two.)
Response:

A. Create the port 578 under System > Settings > Protocols > Add Protocol.

B. Add port 578 to the existing signature-based HTTP protocol under System > Settings > Protocols >
HTTP.

C. Create port 578 under System > Servers and Detectors > Traffic > Add Protocol.

D. Enable Network Monitor detection for port 578 under System > Servers and Detectors > Overview
Server > Detector Detail > Configure.

E. Enable Network Monitor detection for port 578 with a detection rule assigned to an active policy
under Manage > Policy > Policy List.

Answer: A,D

Which detection method should a DLP Administrator utilize to block files containing credit card numbers
from being transferred from an endpoint computer to an external USB drive?
Response:

A. Keywords

B. Exact Data Matching

C. Vector Machine Learning
D. Data Identifier

Answer: D

A company using Symantec DLP wants to ensure that employees do not upload confidential design
blueprints to personal cloud storage services. Which feature should the administrator enable to monitor
and control file uploads?

Response:

A. Network Prevent for Web
B. Endpoint Discover

C. Network Monitor

D. Exact Data Matching (EDM)
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Answer: A

An incident responder sees basic incident data but is unable to view specific details of the incident.
What could be wrong with the configuration in the incident responder's role?
Response:

A. View option is selected, and all display attributes are deselected.
B. Incident Access tab conditions are specified.

C. Available Smart Response rules are deselected.

D. Server administration rights are deselected.

Answer: A

A Network Monitor server has been installed. The server is receiving traffic but Enforce is NOT showing
incidents. Running Wireshark indicates that the desired traffic is reaching the detection server.

What is the most likely cause for this behavior?

Response:

A. The mirrored port is sending corrupted packets.
B. The wrong interface is selected in the configuration.
C. The configuration is set to process GET requests.
D. The communication with Enforce is interrupted.

Answer: D

A Chief Information Security Officer (CISO) wants to consolidate DLP Incident Remediation triage and
follow up using a third-party Help Desk through Web Services.

Which document advertises all of the available operations in the Incident Reporting and Update API?
Response:

A. Simple Object Access Protocol (SOAP)

B. Web Services Description Language (WSDL)
C. Simple Oriented Access Protocol (SOAP)

D. Web Services Definition Language (WSDL)
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Answer: B

Which key capabilities are essential for a Data Loss Prevention (DLP) solution?
(Select two)
Response:

A. Real-time content inspection
B. Firewall rule enforcement

C. Data classification and tagging
D. Web traffic acceleration

Answer: A,C
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