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In a Kyverno policy, which format is used to define the rules?

Response:
A.JSON
B. XML
C. YAML
D. INI
Answer: C
How can you enforce a Kyverno policy in a cluster?
Response:
A. By setting the enforce field in the policy to true.
B. By configuring a webhook in Kubernetes.
C. By setting the validationFailureAction field to enforce.
D. By deploying the policy as a ConfigMap.
Answer: C

What benefits do mutating admission controllers provide in Kubernetes?
(Choose two)
Response:

A. Enforce custom annotations on resources.

B. Allow non-compliant resources to bypass validation.
C. Modify resource configurations at runtime.

D. Ensure network policies are applied to all pods.

Answer: A,C
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What are the benefits of using Helm for Kyverno installation?
(Choose two)
Response:

A. Simplifies configuration and deployment.

B. Automatically manages Kyverno's RBAC permissions.
C. Ensures compatibility with all Kubernetes versions.
D. Provides version-controlled installation.

Which capabilities are supported by Kyverno mutation rules?
(Choose two)
Response:

A. Adding environment variables to pods.

B. Preventing resource creation.

C. Modifying resource configurations dynamically.
D. Assigning resource quotas to namespaces.

Which Kyverno metrics provide insights into policy execution?

(Choose two)
Response:

A. kyverno_policy_execution_total
B. kyverno_policy_violation_total
C. kyverno_node_utilization

D. kyverno_resource_quota_limit

Answer: A,D

Answer: A,C

Answer: A,B
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What is the default location for test YAML files used with the kyverno test command?
Response:

A. /etc/kyverno/tests/

B. The same directory as the Kyverno policy file.
C. /var/lib/kyverno/testcases/

D. Specified using the --test-dir flag.

Answer: D

Which Kyverno flag controls the maximum size of the policy cache?
Response:

A. --cache-size

B. --policy-cache-limit
C. --cache-max-policies
D. --policy-limit

Answer: A

Which Kyverno policy field allows you to define external data sources?
Response:

A. validate.context
B. match.resources
C. policy.metadata
D. context

Answer: D

What flag should be used with kyverno apply to specify a policy file?
Response:

A. --policy
B. --filename
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C. -file
D. --policy-file

Answer: B
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