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Which protocol is used by macOS for system-wide logging and how is it accessed?
Response:

A. Syslog, accessed through Console

B. ASL, accessed through Console

C. NFS, accessed through System Preferences
D. SMB, accessed through Terminal

Answer: B

Which tool is commonly used for monitoring and managing containerized applications?
Response:

A. Docker
B. Wireshark
C. Metasploit
D. Nessus

Answer: A

What is the primary purpose of the macOS Keychain application?
Response:

A. Monitor system performance

B. Manage passwords and encryption keys
C. Configure network settings

D. Install and update software

Answer: B
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Which of the following are common data sources in an enterprise environment that can aid in incident
scoping?
Response:

A. HR management systems
B. Network flow data

C. Antivirus logs

D. Application logs

E. Email transaction logs

Answer: B,C,D,E

Which of the following telemetry sources are critical for scoping incidents related to unauthorized data
access?
Response:

A. Database access logs

B. Print server logs

C. IDS/IPS alerts

D. File integrity monitoring systems
E. Network configuration changes

Answer: A,C,D

What is an essential element when developing a playbook for managing ransomware attacks in an
enterprise?
Response:

A. Legal advice on negotiating ransom payments

B. Guidelines for isolation, identification of the attack vector, and system restoration
C. Instructions for paying the ransom quickly to minimize downtime

D. Procedures for immediate full system backups during an attack

Answer: B
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In Linux, user account information is stored in the file.
Response:

A. /etc/passwd
B. /etc/users

C. /etc/accounts
D. /etc/people

Answer: A

Which of the following are essential tools for malware analysis on macOS?
(Choose Two)
Response:

A. Terminal

B. Keychain Access
C. Activity Monitor
D. Finder

Answer: A,C

What is the default directory for system logs in macOS?
Response:

A. /var/logs
B. /etc/logs
C. /Library/Logs
D. /System/Logs

Answer: C

In a cloud-based incident response, which tool is commonly used to analyze network traffic to and from
a cloud environment?
Response:

A. Wireshark
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B. Splunk
C. Microsoft Excel
D. Adobe Acrobat

Answer: A
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