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What technique involves analyzing the registration details and history of a domain to gather
intelligence?
Response:

A. Domain pivoting
B. File hashing

C. String extraction
D. Code disassembly

Answer: B

When analyzing intelligence, which cognitive bias involves favoring information that confirms
preexisting beliefs or theories?
Response:

A. Availability bias
B. Confirmation bias
C. Anchoring bias

D. Hindsight bias

Answer: B

Which of the following tools can be used for link analysis in pivoting?
Response:

A. Maltego

B. Microsoft Excel

C. Adobe Photoshop
D. Google Chrome

Answer: A
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What is the role of log repositories in cyber threat intelligence?
Response:

A. To enhance user authentication methods

B. To store and organize log data for analysis and threat detection
C. To increase data transmission speeds

D. To manage encryption keys

Answer: B

Which of the following are considered pivot points in intelligence analysis?
(Select 3)
Response:

A. IP addresses

B. Domain names

C. File extensions

D. Email addresses
E. Screen resolutions

Answer: A,B,E

Which two tools are commonly used in performing pivot analysis for domain investigations?
Response:

A. VirusTotal

B. Facebook

C. PassiveTotal

D. Microsoft Word

Answer: A,C
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Which of the following is a key technique employed in analyzing cyber threat intelligence?
Response:

A. Data encryption

B. Trend analysis

C. Network segmentation
D. Social engineering

Answer: B

When collecting domain data for threat intelligence purposes, which of the following attributes is most
valuable for identifying potential threats?
Response:

A. The visual design of the website associated with the domain
B. The registration details and history of the domain

C. The number of images hosted on the domain

D. The advertising content displayed on the domain

Answer: B

The first phase of the Cyber Kill Chain is
Response:

A. Weaponization
B. Delivery

C. Reconnaissance
D. Exploitation

Answer: C

Which of the following best describes the concept of "data normalization" in the context of storing
threat intelligence data?
Response:

A. Encrypting data to protect it from unauthorized access
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B. Reducing the amount of data to save storage space
C. Transforming data into a common format to facilitate analysis and comparison
D. Compressing data to speed up transmission

Answer: C

Question: 11

What are two important considerations when storing large amounts of threat intelligence data?
Response:

A. Data encryption

B. Speed of data retrieval
C. File name length

D. Using only local storage

Answer: A,B

Which of the following is an effective practice for storing intelligence to ensure quick retrieval and
analysis?
Response:

A. Using proprietary data formats

B. Implementing a centralized data repository
C. Storing data in isolated silos

D. Compressing data files

Answer: B
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