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Question: 1 
   
Refer to the exhibits. 
Domain List: 

 
Domain abc.com: 

 
Which connector and action on FortiAnalyzer can you use to add the entries show in the exhibits? 
Response: 
 
A. The FortiClient EMS connector and the quarantine action 
B. The FortiMail connector and the add send to blocklist action 
C. The Local connector and the update asset and identity action 
D. The FortiMail connector and the get sender reputation action 
 

Answer: B     
 

Question: 2 
   
Review the following incident report. 
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Which two MITRE ATT&CK tactics are captured in this report? 
(Choose two.) 
Response: 
 
A. Defense Evasion 
B. Priviledge Escalation 
C. Reconnaissance 
D. Execution 
 

Answer: C,D     
 

Question: 3 
   
Which National Institute of Standards and Technology (NIST) incident handling phase involves removing 
malware and persistence mechanisms from a compromised host? 
Response: 
 
A. Eradication 
B. Recovery 
C. Containment 
D. Analysis 
 

Answer: A     
 

Question: 4 
   
You are tasked with configuring automation to quarantine infected endpoints. Which two Fortinet SOC 
components can work together to fulfill this task? 
(Choose two.) 
Response: 
 
A. FortiAnalyzer 
B. FortiClient EMS 
C. FortiMail 
D. FortiSandbox 
 

Answer: A,B     
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Question: 5 
   
Which connector on FortiAnalyzer is responsible for looking up indicators to get threat intelligence? 
Response: 
 
A. The FortiGuard connector 
B. The FortiOS connector 
C. The FortiClient EMS connector 
D. The local connector 
 

Answer: A     
 

Question: 6 
   
Refer to the exhibits. 

 

 

 
The Quarantine Endpoint by EMS playbook execution failed. What can you conclude from reviewing the 
playbook tasks and raw logs? 
Response: 
 
A. The playbook executed in an ADOM where the incident does not exist. 
B. The admin user does not have the necessary rights to update incidents. 
C. The local connector is incorrectly configured, which is causing JSON API errors. 
D. The endpoint is quarantined, but the action status is not attached to the incident. 
 

Answer: D     
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Question: 7 
   
You are managing 10 FortiAnalyzer devices in a FortiAnalyzer Fabric. In this scenario, what is a benefit of 
configuring a Fabric group? 
Response: 
 
A. You can apply separate data storage policies per group. 
B. You can aggregate and compress logging data for the devices in the group. 
C. You can filter log search results based on the group. 
D. You can configure separate logging rates per group. 
 

Answer: C     
 

Question: 8 
   
You are not able to view any incidents or events on FortiAnalyzer. What is the cause of this issue? 
Response: 
 
A. FortiAnalyzer is operating in collector mode. 
B. FortiAnalyzer is operating as a Fabric supervisor. 
C. FortiAnalyzer must be in a Fabric ADOM. 
D. There are no open security incidents and events. 
 

Answer: A     
 

Question: 9 
   
Which FortiSASE component can be utilized for endpoint compliance? 
Response: 
 
A. Firewall-as-a-Service (FWaaS) 
B. zero trust network access (ZTNA) 
C. cloud access security broker (CASB) 
D. secure web gateway (SWG) 
 

Answer: B     
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